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(57) Abstract 

(32) k cite a local 

symbol (12) is printed and distributed by the vendor to the user. The user thenscans thelvmtofJS ! r 5^ CUm ' n ‘ (l0)- V* machme - rcadab l e 
to a computer, decodes the raw decoded data and the file location information ym ^ > ° v a code scanmn 8 equipment (34) connected 

embodiment, a URL of a file o^hTveX^ retr ‘ evc ** appropriate file. In a preferred 

to access files through *e Internet TtTu£ of «USion Sftl£ £r^ client computer 
commerce in a secure manner over the Internet. ,S credlt car| I number, thus enabling electronic 












WO 98/20411 


PCT/US97/20687 


10 


15 


20 


25 


or B - KTiiPN TcjaBigi anw n mo ucH maa 

BfiAPA^liK gQ BES ON PRTKrrpn pnrmn^ c 


30 


g RPSS-RKFKR K NrB TO JBfiLAISR j"i P PTi T fATTPTT 

This application is based on and claims the 
priority of co-pending provisional patent application filed 
m the united States Patent and Trademark Office on Havener 
' and assi gned Serial No. 60/030,166. 

BACKGR OUND art 

Electronic data sources, such as conventional 
tabases, the Internet (i.e., the World wide Webcwww")) 

*” * rl=h and imP ° rtant «" -formation retrieval and 
distribution and, increasingly, electronic commerce 

However, there are ptoblems finding the information desired 

this increasingly complex and changing network of data 

sources. Recently introduced Internet -search engines" 

-ch as YAHOO, help by allowing a user to search on-line 

indices of information sources, and even full source text 

or relevant key words and phrases related to their topics 

m erest, but even carefully structured queries by 

experienced users often results in hundreds and even 

thousands of possible -hits- which are not sufficiently 

specific to preclude further manual search which is both 

data resource inefficient and time consuming. 

Because of these inefficiencies, as well as general 
lack of familiarity with search engines and their syntax 
users Often rely on human readable print and broadcast media 
dvertismg to identify source addresses (e.g., Uniform 
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Kesource Locators (-url*-,, for Web 

information of interest. Print medi ^ 

effective since: (1) it ' is the most uM^tous^et^d 

communication and advertising in the modern world- aid 

printed document can serve as a persistent , " 

saved and used durin reference to be 

ring a subsequent on-line session. 

However, human readable printed . 
especially URL's a addresses, and 

enter in s T ««icult to manually 

their - of complex and uniamilTL " ! ‘° 

th ' Ch —- * a are not entered exactly ” 

is prevented or in a 1 • • *. Y ' retrieva i 

' ln a i lm ited number of cases = n 

incorrect son-rco ' a ^ e 9 a i but 

ecc source is accessed. This i c « 

incorporate foreign languages and/or^^ "h*" 

instructions to on-line dataLses 7”^ 

frequent in most Web sites in dd ■ lasfy 

ty T ~ ° th — —ly enter sy^ “ 

:;r::r di — - - -— 

use of on-lme information resourrAc 
Internet for millions of individuals. " “ ^ 

Finally, it i s „ idely anticlpated 
-U increasingly be provided through int^^lT" 
television via Web-ready television receivers d 

nr rrr nwith -n::r 

difficult to l S enCertai " ment environment, it is 

lach of USe yb ° ardS £ ° r due to both 

ypmg skill and the cumbersome placement of th 
components H ment of these 

nts. Another method which wouid eliminate typing and 
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allow users to directly link printed addresses and query 

scripts to electronic information sources would be highly 
desirable. 


Companies that host Web sites for the purpose of 
providing information such as advertising, often want to 
know the identity and other related information of the users 
who visit their sites (i.e., download files therefrom). It 
would be quite advantageous to provide such companies or 
vendors with this information as part of a specific file 
transfer request, e.g., as part of a CGI parameters string 
included in a URL. Additionally, it would be desirable to 
be able to effect a secure manner of transferring this 
information, so that a user would have confidence in the 
system and thus send sensitive information such as a credit 
card number or the like with the file transfer request. 

This would enable electronic commerce to flourish well 
beyond the point it exists today. 


DISCLOSURE OP twit invrwtto^ 

The present invention is a system and method for 
providing automated access to electronic information stored 
m a database in either a local or remote location. The 
system Utilizes a machine-readable code printed on a 
document, referred to herein as an intelligent document 
since it stores information used to automatically access the 
information. The machine-readable symbol comprises encoded 
source data, wherein the source data comprises application 
launch information as well as file location information. 

The source data is encoded and printed, and then distributed 
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by the vendor by any logical means to the end user. The end 
user then scans the code via appropriate code scanning (e.g. 
bar code scanning) equipment, decodes the raw decoded data, 
and the file location information is then used to access the 
appropriate file. In a preferred embodiment, a Web browser 
program is launched, and the URL of the vendor's Web site is 
accessed through the Internet. Local file retrieval may 
also be implemented on the client computer itself, as well 


as over an intranet or LAN environment. Additional user- 
specific demographic data such as the user's name and 
address may also be encoded in the machine-readable code 
when the document is specifically tailored for individual 
targeting, such as mailing labels. This demographic 
information is uploaded to the WWW site for use by the 
vendor. In addition, the present invention encodes security 
data, such as an encryption key, for use in secure data 


transmissions such as electronic 


commerce over the Internet. 


n particular, the present invention is a method and 
system for a computer, such as a client computer in a 
networked computer system, to retrieve a computer file in 
which a symbol data string comprising a file location 
pointer is encoded into a machine readable symbol such as a 
two-dimensional bar code symbol, and the machine readable 
symbol is rendered within a data carrier ,e. g . printed on an 
intelligent document). A computer input device such as a 
two-dimensional bar code scanner is coupled to the client 
computer and transposes an input data string from the 
machine readable symbol. The computer parses the input data 
string to determine the file location pointer, and the file 
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location pointer is then utilized pointer to request the 
computer file designated thereby. 

The file location pointer may be utilized to request 
the computer file by either passing it to an application 
program on the client computer suitable for processing the 
corresponding computer file, and then the application 
program retrieving the computer file from the specified file 
location. Alternatively, the file location pointer may be 
utilized to request the computer file by retrieving a copy 
of the computer file from the specified file location, and 
then invoking an application program on the client computer 
suitable for processing the corresponding computer file. 

The client computer assembles a computer file transfer 
request word including the file location pointer and 
transmits the request word to a target server computer over 
S computer network system, which may be a wide area network 
such as the Internet or a local area network (LAH) or 
intranet. The file location pointer may alternatively 
specify the location of a computer file stored in a local 
memory resident in the client computer rather than on a 
target server computer, when the computer file to be 
retrieved is on a target server computer on a network, then 
the file location pointer is a network address associated 
With the target server computer and a file identifier 
correlated to the computer file requested by said client 
computer. In particular, when utilizing the Internet, the 
file location pointer may be in the form of a uniform 
resource locator (URL). m any type of networked 
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15 


environment, the target server computer receives the 
computer file transfer request word and transmits a computer 
file to the client computer in response thereto. 

In addition to the file location pointer, the present 
invention takes advantage of the information density of the 
two-dimensional symbology by encoding a source identifier 
data string within the machine readable symbol. The source 
identifier data string is used to denote the particular 
source of the data carrier such as a particular magazine 
ad, or can be used to denote an expected user or targeted 
group of users of the data carrier. The source identifier 
string is then transposed by the client computer, assembled 
within the computer file transfer request word, and 
transmitted to the target server computer. The target 
server computer stores the source identifier data string 
received from the client computer in the computer file 
transfer request word. 


or 


20 


25 


30 


Additionally, the machine readable symbol also has 
encoded therein an encryption key associated with the source 
identifier data string, which is also transposed by the 
computer input device. The encryption key is used by the 
client computer to encrypt information specific to a user of 
the client computer, and the encrypted user information is 
assembled within the computer file transfer request word and 
transmitted to the target server computer. The information 
specific to a user may be obtained, prior to encryption, 
from a user information data file stored on the client 
computer, or it may be obtained from user demographics data 
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correlated to a targeted user of the data carrier that had 
been previously encoded within and transposed fro. the 
machine readable symbol. 


The target server computer may then utilize the source 
identifier data string received as part of the file transfer 
request word to access a lookup table to determine a 
decryption key, and then decrypt the encrypted user 
information received said client computer in the file 
transfer request word. The lookup table may either be stored 

-ally on the target server computer, or it may be stored 
remotely on a secondary server computer. 

The decrypted user information may comprise sensitive 
user information such as a credit card number associated 
with the user of said client computer, thus enabling on 
online electronic commercial transaction by utilising the 
=« it card number. The user demographics data may be used 

y the target server computer to determine the file to 
to the cl i o_, _ 

client computer; i.e. certain files may be 
targeted to specific users of the system. 

The machine-readable symbol may also have encoded 
stern an executable command to launch a software utility 
resrdent on the client computer, and the software utility is 
then automatically launched after the machine readable 

r 1 ; d - software utility may 

X I r rnet br °" Ser ™ ~ 3 “° rd program, 

addition, specific functions may also be encoded in the 

r6adable S1 ™ b ° 1 al °"9 with the application launch 
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command, such as a command to 
retrieved computer file. 


execute a print job of the 


The symbol data string may optionally be obfuscated 
prior to being encoded into the machine readable symbol, in 
Which case the input string transposed must likewise, be'de- 
obfuscated by the client computer. The obfuscation may be 
by computing a checksum of the symbol data string, 
encrypting the symbol data string by utilizing the checksum 
as an encryption key, and assembling the checksum with the 
encrypted symbol data string prior to encoding into the 
machine readable symbol. The de-obfuscation would then be 
accomplished by parsing the input data string to determine 
the checksum, decrypting the encrypted symbol data string 
with the checksum as a decryption key, computing a checksum 
of the decrypted symbol data string, and comparing the 
eomputed checksum with the checksum from said input data 
string. A valid data condition would be indicated when the 


comparison step is successful; and an invalid 
would be indicated when the comparison step is 


data condition 
unsuccessful. 


B RIEF DESCRIPTION of the n^Avmiq 

Figure 1 is a diagram of the system of the present 
invention. 


Figure 2 is a diagram of the document generation 
function of Figure 1 . 


Figure 3 is a diagram of the client 
of Figure 1 . 


computer functions 
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Figure 4 is a diagram of the deobfuscating function 
carried out by the client computer of Figure 3. 

Figure 5 is a diagram of the target server computer of 
Figure 1 . 


Figure 6 is a cop level flowchart of the method of the 
present invention. 


Figure 7 is a flowchart of the document 
the present invention. 


generation of 


Figures 8 and 
processing by the 
and 


9 are a flowchart of the scanning and 
client computer of the present invention 


Figure 10 is a flowchart of method used by the target 
server computer of the present invention. 

BE ST MPDS FOP r^RRYiKB qttt ^ tN Y FUTT H T 

The system 100 of the present invention for generating 
and reading an intelligent document 10 is illustrated in 
block diagram form in Figure 1. The system 100 comprises an 
intelligent document generation system 14 . which encodes, 
assembles and prints an intelligent document 10 for 
subsequent scanning at a client computer. 


The system operates as follows: A vendor who wishes to 
provide an intelligent document 10 programs certain 
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parameters into a data string 20 which will be encoded 
within a machine-readable code 12 and printed on the 
document along with text 16 or graphics 18 . The document 

may be an advertisement in the form of a magazine insert or 
page a br ° chure , . label for „ envelope , . ^ 


Parameters to be included within the machine-readable 
oode depend upon the application desired by the vendor. 

Figure 2 illustrates fields i e. n-F - 

dS 16 of the symbol data string 

' ^ ^ C °" PriSe * £Ue location pointer 21 . a launch 

command 22 , a user demographics field 23 , a source 

identifier 24, an encryption key 25 , and/or a code type 

f;eld 28. Per example, if the vendor wants the end-user to 

able to access the vendor's «eb site automatically upon 

■canning the symbol 12 , then the parameters included in the 

mach re bie ^ ^ ^ ^ ^ 

an Internet browser application, such as NETSCAPE 
and a Uniform Resource Location (URL) code into the file' 
location pointer 21, such as http ,//«.xyzcorp. com. This 

information is encoded in accordance with the particular 

type of machine code being used 

. u . 5 Sed> For example, one type of 

code which may be used by the present invention is a P DF ,i, 

Hr ' “ hiCh U - d - ail - - -tent NO 

,304,786, which is incorporated by reference herein The 

r 17 SVmb01 ’ taOWn ^ 8 two-dimensional bar code symbol 
has enough storage information to encode the browser launch 
command as well as the full URL. 
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A printer 30 then utilizes the encoded data and desired 
text and graphics to print an intelligent document 10 a 
Shown in the Figures. The symbol data string 20 may also be 

obfuscated for security purposes, which will be described in 
detail below. 


The intelligent document 10 is disseminated to the end 

user in accordance with the methods desired by the vendor. 

For example, if the intelligent document 10 is a magazine 

advertisement, then the user will obtain the magazine by 

conventional means such as purchase at a retail outlet, the 
mail, etc. 


The user, after reading the text and graphics in the 
document, can access the Web site of the vendor by utilizing 
a scanner 34 in conjunction with his client computer 32, 
programmed with appropriate software in accordance with the 
invention. That is, the user will optically scan the code 
12 with an optical scanner. An optical scanner sufficient 
to scan bar code symbols and the like is disclosed in o.S. 
Patenc No. 5,448,050, which is incorporated herein by 
reference. The device disclosed in the '050 patent is 
housed within a mouse type device, thus also including 

Circuitry useful in point-and-click applications popular in 
personal computer platforms today. 


After the two-dimensional bar code data is scanned by 
the scanner 34, a decoder 36 is used to decode the raw data 
into usable commands and data. The decoder is typically a 
software program executed by the microprocessor of the 
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cornputer. and provides th ereby t<> ^ ^ ^ 

The “ ^ bee " MCOded by th ' ™-«r into the symbol la . 

rowser 40 application is then loaded (if not already 

ZT n3 ° n r COBPUter 321 by the Uun = h ™ d ' - the 

a Tt h ; " “* " eb Eite ° f « accordingly 

the target server computer 40 via the Internet 44 . te . 

result, the user may automatically access the rq 

■ Ly ac cess the vendor's Web 

to obtain a computer file therein without having to 
enter the URL by a keyboard, thus eliminating all chances of 
ue to manual data input. The requested file is 

rr-" St ° ra9e and oration means 50, and sent 

a n C r: C ° mPUter Vla Cha — display to the 

user on the browser 40. 


district h “ USefUl “ hen a print, and 

“ SUCh ““ Ui »“ *™s on a mass scale, 

is. the symbol 12 distributed is the same for each 
aaer. In an alternative embodiment, specific demographic 
information is included with the code to provide for 
perso used operation as follows. This scenario is useful 
the vendor makes individual printings keyed to 
individual users, such as when mailing labels are printed 
^inclusion on an envelope surrounding a magarine or the 


this case, the vendor may include in the user 

emographics field 23 personal data such as the user's name 

location, phone number, and other appropriate dem 

information, when the user scans thl dl 

rhfk w . . ans the d °cument and accesses 

site, the personal data is uploaded to the target 
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server, thus providing the vendor with useful demographic 
data as to which user's have actually utilized the 
intelligent document scanning service. 

The code may also include security information useful 
m completing secure transfers across the Internet. For 
example, an encryption key 15 appropriate in a public or 
private key system may be embedded within the symbol l 2 ta 
appropriate software routine in the user's computer utilizes 
he key after decoding it in order to encrypt certain data 
eing sent across the Internet. For example, the encryption 

° Cr0dlt Card in£ °™>tion is desired in order to thwart 
would-be intruders from misappropriating the information. 

e system of the present invention could be used to allow 
t e user to order an item advertised in the brochure by 
taking the credit card number, already resident in the 
user's computer memory, and encrypting it with the key 
decoded from the code, when the user desires to purchase 

scans the associated code, and the credit card 
er is encrypted and transmitted as the Web site is 
accessed. The target server computer can match the source 
identifier string sent with the transmission with the 
appropriate decryption key stored in a lookup table at the 
target server or on an external computer, and decrypt the 
credit card number accordingly. 

The system 10 of the present invention has additional 
embodiments which allow guick and easy retrieval of a data 

°” an lntra "« Local Area Network (LAN,. Thus a 
department of a company may distribute fliers regarding 
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certain events, new products, etc., and encode appropriate 

ocument access information in accordance with the teachings 

o t e invention. The user may obtain further information 
by 

scanning the code on the document, which then cauaes his 
computer to access his network, file server, etc. 

This embodiment is also useful in a small office 
environment, where a user prints out documents such as 
letters or memos that may need to be revised at a later 
date. It is common practice to manually type in the drive 
ocatron of the document in the lower corner of the document 
allow the user to easily access the document at a later 
date, without searching through massive amounts of files. 
Thus, a user may type in the text 

"c:\user\files\smith\clientsMettersWzcorp\jonesltr\decl 2 " 

to indicate its location on his drive, when he desires to 
e it or otherwise access the document, he would, in the 
Prior art, have to type in the entire location after 
launching the proper application (e.g. word processor, In 
accordance with the teachings of the present invention, a 
machine readable code may be encoded with this information 

as the file location pointer (as UB n o 

P r (aS Wel1 as a command to launch 

app ication, and printed on the document, when the user 
later desires to edit the document, he scans the code. The 
rode IS decoded, the application is launched, and the file 
rs fetched from the location specified in the code. 

The invention will now be described in further detail. 
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Figure 2 is an illustration o£ the obfuscation function 
° Pr ° Sent in ^ntion. Prior to being encoded, the 

symbol, data string bay optionally be obfuscated in order to 
improve the security aspects of the system. The sytfcol data 

rln3 “ lnPUC lnto a checksum computing means 62, which 
then computes the checksum of the symbol data string in 
accordance with teachings well known in the prior art The 
computed checksum is then used as a key in an encryption 
scheme 66 which may be one of several well known encryption 
methodologies known in the prior art. The key 64 is 
assembled in the clear (i.e., unencrypted) along with the 
encrypted symbol data string into by the encoding function 

d . t . t<!r enCrypCed data string and cleared checksum 

data is encoded, it is rendered by the printer 30 in 

accordance with methods well known in the art and the 
intelligent document is thereby generated. 

After the intelligent document 10 is distributed to the 

Hr bar C ° de SymbCl 12 iS ™ ** - code scanner 
and processed as follows 

nows. The scanned symbol data is 

decoded by means well known in the art in accordance with 

he particular ecology implemehted to encode the sy*ol 

' ' °" Ce the symbo1 data has been decoded, it is 
deobfuscated ,if the original symbol data had been 

^seated as described above, by deobfuscation function 3 , 
hich is Illustrated in detail i„ Figure 4 . pirst _ tfce 

Clear checksum 64 is utilised as a key to decryption 
unction 97 to decrypt the encrypted string 67 The 
decryption function 97 which was preloaded onto the client 
computer as part of an initialisation process with the 
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SyStem ^ 3 “ «- -cryptic. function 66 By 

ZTZ " M hSCkSUm 64 ln CUar and —* it L the 
s the client computer and document generation 
computing means to he synchronous with respect to the 

encryptron methodology. #fter che decryption function „ 

locate" ' ' CUar da “ Stri " 9 C ° mpri5in 9 original file 

C 21 ' — — »■ user demographics 

' source ID 24, key 25 and code type 26 t-ho -u 
computing means 99 operates to c ' checksum 

fields That P 3 CheCkSUm ° f those 

elds. That computed checksum is then compared by 

comparison block 101 wit-h t-h^ 

th „ „ lth the reoerved clear checksum 64 

was decoded by the decoding process 36 . if the 

comparison process 101 indicates that t-h«=> 
equals rhp • computed checksum 

guals the received clear checksum, then go/no go signal 103 

rcates that the data transmission and decryption process 
successful. if, however, the checksums are not 
avorably compared, then the go/no go signal 103 win 
m icate an unsuccessful transmission and decryption 
process, if this is unsuccessful then furrh 
is aborted. ther 


Once the symbol data is deobfusoated it is th 

»Y parsing block 33 in order to utilise the 

fields as follows. The file l oca t ■ ‘ 

1 location pointer 21 and source 

identifier string 24 are assembied into a register that „ 

comprise the file* 

ransfer request. The file transfer 
request register is also loaded with a - 

taken from local memory 70 on the cl’ ” VerS1 ° n 72 

demographic string 23 ■ computer. The usex 

a F«ic string 23 is optionally fed info 

block so which is then „ encryption 

then used with encryption key 25 to 
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encrypt that data and put the results as encrypted user 
information 82 into the file transfer re q uest string ... 
ptlonally, the encryption function 80 may utilise certain 

he dent computer. This local user data may oomprise 

infOr " aCi0n ' SU = h “ user-s credit card 
number. Advantageously by encrypting this information the 
user win have a higher level of confidence that this 
sensitive information can be transmitted over the Internet 
for applications such as electronic commerce. Thus, the 
i e transfer reguest register 90 win CO m pri se the file 
ocation pointer 21 . the client version 72 , certain 
encrypted user information 82 and the source identifier 22 . 

The code type string 28 is compared by block 78 to the 

internally stored code type 78. If the comparison is 

unsuccessful, then further processing is' aborted. This 

process is useful to enable cpr+ain 

ain versi °ns of the client 
software to be distributed such as on a H 

s on a demonstration or 

cria l oasis, and this t-riai 

certain „ 6 ” U1 «■* with 

certain documents generated by corresponding document 

generation software modules. Thus, a user having a trial 

version will not be able to fully utilize the system until 

purchases by license or otherwise the 
rTH1 . rwise the production version 

tilization of this type of code type matchino a] 

. matching also enables 

system vendor to control expired licenses, etc. 

Once the file transfer request has been successfully 
-embled. it is then sent to the appropriate interface L 
order to obtain the requested file. m the 


preferred 
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embodiment, the file transfer request will take the form of 
a uniform resource locator (URL) „ hich „ iu be sent t<; ^ 

internet browser software 40 that is resident and on the 
client computer. Optionally, if the file transfer request 
String indicates that the file is located on a Local Area 
etwork such as LAH 98 , then th e £iu tran6fer request ^ 

e transmitted through the LAN interface 96 of the client 
computer in order to obtain the correct file. Further 

7*^1” ^ ^ fU * -quest may 

seejc to obtain a file st-nroH , 

ne stored in local memory, SUC h as on the 

user's hard drive 94 . 


^cierring 


c iyure 


' / uuc 


wi Uiie target 

server computer will now be described in detail. „ h e„ the 
l e transfer request 90 indicates that the file to be 
retrieved is located on an internet file server, then the 
He location pointer 21 will comprise a URL, which 
comprises an IP address (Internet Protocol), as well as a 
file identifier. The IP address, as is well known in the 
a«, is the address of the target server computer on the 

1 21171 ,' Tte " eb SerV “ Pr ° 9ram 112 that iS rUnni "9 

44 and " ”" iV " «- Interne, 

strips out certain parameters contained therein The 
-or identifier 24 is uMd to ac=ess a iQofc ^ 

which comprises a plurality of source identifier strings and 
heir associated decryption keys. This decryption key that 
obtained from the key table no is then used by 
decryption block 11 , to decrypt the encrypted user 
information received in the file transfer request. 

Decryption function 114 is corollary to the 


encryption 
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function 80 performed at the client computer. Thus, the 
secure information transferred with the file transfer 
request is decrypted and user information file 122 may be 
-red in user io g s 2 . alon g with the date and time stamp 
o indicate when the particular request was received, 
rs information is quite valuable to the vendor, since it 
enables it to determine the name and other useful 
information relating to users who have accessed its Web 
site. This information may also be utilized by file 
generation and storage means 50 to dynamically determine th, 

116 1 £UeS *> b * — - the client computer. Por 

example, if the demographics data indicates that the user 
Would prefer the file returned back in a 1 

Pnri1 . , . . k ln a language other that 

t at file can be accessed or generated 

appropriately. Thus, in addition to retrieving a static 

I 9 ; in the — computer, the system of the 

ent invention allows dynamic generation and return of 

computer files in accordance with user's preferences 
indicated in the transfer request, In addition, as 
escribed herein, if the user has allowed his credit card 
number to be encrypted and sent with the file transfer 
request, then the target server computer can decrypt the 
credit card number and utilize it t-o 

a• „ utilize it to perform a secure on¬ 

line transaction. 




, -a ° fue resident on 

he target server computer, it may be required for the 

arget server computer to access an auxiliary fim server 

to get the external file and return it back to the 

Client computer. The auxiliary file server U8 may be 
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essed directly, through a dial up modem connection or 
through the Internet. In addition, an external hey server 
U6 ia accessible by the target server computer if it is 
desired by the system designer to keep the key table no 
remote from the target server computer, rather than local 
therein. By keeping a key table no at a central server 
location, the system provider can keep track of server 
requests to decrypt user information and charge a fee 
secordingly. Thus, a vendor utilisi„ g chis aystem may 

the option Of paying a -per click- fee to determine the user 
emographics of each user that accesses his server or may 

lust provide files back to the user without obtaining that 
knowledge on a less costly basis. 

When the file is returned back to the client computer 
rough the Internet 44, it may be displayed in a manner 
well known in the art on the Internet browser 40. Thus the 
system of the present invention has provided an easy and 
error proof way for a user to obtain a computer file from an 
emet server computer by simply scanning a code provided 
on an intelligent document and having the client 
automatically process the code, request the fi le „ herein the 

e is then returned by the target server computer and 
displayed to the user. 

methodT"* 6 thr ° U9h 10 U1UStrate the fl °—ts of the 
ethodologies employed by the present invention. Fi gure 6 

IS an overall flowchart wherein step 2 0 2 illustrates the 

data string comprising the file location pointer, launch 

command, user demographics, source identifier, key and code 
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type. At block 204 the dat-s at---' 

an * 1119 1S utlllzed to generate 

telligent document 10 which is also distributed to the 

end users. At step 20S, the bar code s^bol is scanned, and 

S ^ 210 data 13 det:oded processed and the file 
request is assembled. At step 212 the file request is 

transmitted over the Internet and at step 214 the target 

server fetches and/or generates rh« 

generates the computer file requested. 

Y ’ “ “* P 216 the fil * transmitted to the client 
computer and displayed on the browser to the user. 

Figure 7 is a more detailed flowchart of the document 
Deration procedure. The data string at 202 is used to 
oomput a checksum at step 21 a. At step 220 . the checksum 

“ “ C ° SnCryPt the da “ ^ing and at step 222 the 
checksum and encrypted data string are assembled. At step 

col k =0de S5 ^° 1 13 e " COded a " d at atep 226 bar 
code symbol is printed with optional text anH w 

Che intelligent document 10 . “ t ° 

Figures e and , illustrate the detailed operation of 
the client computer. At stpn ?na ■ 

. tep 208 ln 8, the bar code 

symbol is scanned. At step 21 R t-h® ,• 

seep 218 the input data string is 

parsed in order to derive the checksum and it is then 
ccrypted with the checksum as the key. The decrypted 
I ring is used to computer a checkaum and the received 
acksum is compared with the computed checksum. tf the 

rr are not ^ an “ cpnditipn - 

a i t Pr ° CeSS eXUS “ St0P 220 • " da “ ^-ed 

t i the St ° red iS £a -hed from 

cne client's memory at step 234 a 

P A com Panson of the code 
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type from the client memory with the received code type is 
compared at step 230. II an invalid data condition is 
indicated in this test, then the process exits at step 230 
and if the code types match, then the process continues with 
an unpacking of the decrypted string at step 238. 

Referring now to Fiaure o *. 

_ 9 re 9 ' the ste P 240 will encrypt 

US e r d el ^ ^ th ® CUent meraor y and optionally the 

user demographics received from the Par code to generate an 

ncrypted user file. At step 242, the encrypted user file 

is assembled into thp * 

nto the file transfer request 248. At sten 

file it “ le h l0MCl0n P ° inter C °” PriSi ^ XP address and 
ID and the source ID are also assembled into the file 

transfer request and at step 248, the.client version is 

tched from local memory and assembled into the file 

transfer request. At step 250, the browser is provided with 

transfer request and is optionally started by the 

launch command in the received string. At step 252. the 

e transfer request is transmitted to the target server 

preferably in the preferred embodiment over the Internet in 

r er to obta in the requested file. 

Figure io illustrates the details of ^ 

« uetaiis of the methodoloaies 

target ^erv ^ SerVer C ° mP “ ter - “ SteP 254 '' <*• 

arget server computer receives the fil. transfer request 

and at step 256 the Web server Droaram 

servev o Program running on the target 

omputer uses the received source identifier to fetch 
the associated decryption key which may be internal or 

L7thT Y T^' “ 25S ' XS decrypted 

user data is stored in a log. if the static pagg 
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10 


has b revested by the £iu iocaaon u 

264 th 5 f “ nCti0n ^ ^ At step 

file rs fetched from that location at step 268 and 

returned to the client computer via the internet at step 

/0 - If the static page was not- ^ 

P ge was not requested at block 262 , 

a ynamic page is generated at step 266 wh• 
will be « * P hlch typically 

“ fUnCtl ° n ° f fil « identifier and/or the user 

ie theT 1 r d beSn reCaiVed and decrypted - Again, the file 

S ";r IT tC the CUent * **» internet and 

replayed on the user's browser at step 272. 
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CLAIMS 


1 . 

file 


A method for a client computer to retrieve a 
comprising the steps of: 


computer 


a) encoding a symbol data string comprising a file 
location pointer into a machine readable symbol; 

0i renderin 9 said machine readable symbol within a 
data carrier; 

C) trans e° si "9 “ data string from said machine 

readable symbol with a compdter input device 
coupled to said client computer; 

d> parsing said input data string to determine said 
file location pointer; and 


e) 


utilizing said file location pointer to request 
the computer file designated thereby. 


2- The method of claim i wherein 
comprises the steps of: 


said utilization step 


passing said file location pointer to an 
application program on said client computer suitable 
for processing the corresponding computer file; and 
the application program retrieving the computer 
file from the specified file location. 

The method of claim i wherein said utilization step 
comprises the steps of: 


retrieving a copy of the computer file from the 
specified file location; and 
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invoking an application program on said client 

computer suitable for processing the corresponding 
computer file. 


The method of claim 1 wherein said file location 
pointer specifies the location of a computer file stored in 
a local memory resident in said client computer, and wherein 
said computer file is obtained from said local memory. 

5- The method of claim 1 wherein said utilization step 
further comprises the steps of: 

£> assembling a computer file transfer request word 

comprising said file location pointer, and 

9) transmitting said computer file transfer request 

word to a target server computer via a computer 
network system. 

6- The method of claim s wherein said computer network 
system is an Internet, and wherein said computer file 
transfer request word is directed towards a target server 
computer in communication with the Internet. 

The meCh ° d ° £ Claim 6 wherein said file location 
pointer comprises a uniform resource locator (URL) for 

specifying a file cn the target server computer in 
communication with the Internet. 

8- The method of claim 5 wherein said computer network 
system is a loea! area network, and wherein said computer 
ransfer request word is directed towards a target 
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server computer in communication with said local area 
network. 


9- The method of claim 5 further comprising the steps of 

h> Said target server computer receiving said 
computer file transfer request word and 
i) said target server computer transmitting a 

computer file to said client computer in response 
thereto. 

10. The method of claim 9 wherein said file location 
pointer comprises a network address associated with said 
target server computer and a file identifier correlated to 
t e computer file requested by said client computer. 

11. The method of claim 9 wherein said machine readable 
symbol also has encoded therein a source identifier data 
string, said source identifier data string comprising 
data correlated to an expected user of said data carrier 
and wherein said source identifier data string is 
transposed by said computer input device. 

12. The method of claim 11,wherein said source transposed 
source identifier data string is assembled within said 

computer file transfer request word and transmitted to said 
target server computer. 

11. The method of claim 1 2 wherein said target server 

stores said source identifier data string received 
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from said client computer in said 


request word. 


computer file transfer 


14 ' The mechod of claim 12 wherein 

said machine readable s^ol also has encoded therein 

an encryption hey associated with said source identifier 
data string, 

said encryption hey is transposed by said computer 
input device, 

said transposed encryption key is used by said client 
computer to encrypt information specific to a user 
associated with said client computer, and 

said I’ 1 " “ CryPted * assembled within 

said PUter filS tranSfer request w ord and transmitted to 
said target server computer. 

15 ' meth ° d ° f Cla±m 14 ” h -ein said information 

froTa t0 3 ““ U ° btained - tC thereof 

from a user information data file stored on said client 
computer. 


16 • The method °f claim 14 wherein 

-zz^zz;: r; —■ -—•*•••■■ 

- r. r. :r... 

said user demographics dat-a i ~ *. 

pnics data is transposed by said 

computer input device, and wherein 
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said information specific to a user is obtains, prior to 
Sutton thereof, from said transposed user demographics 


17- The method of claim 14 wherein 

said target server computer utilizes said source 
identifrer data string to access a lookup table to determine 
ecryption hey associated with said encryption hey, and 
said target server decrypts said encrypted user 
information received from said client computer. 

The method of claim 17 wherein said lookup table is 
stored locally on said target server computer. 

The ” eth ° d ° f ClSi " 17 “ h =~in said lookup table is 
stored remotely on a secondary server computer. 

20 . The method of claim 17 wherein said user information 
emprises a credit card nu^er associated with said user of 

-d client computer, and wherein on online electronic 

c™ transaction is accomplished by utilizing said 
credit card number. 

21. The method of claim , wherein said machine readable 

user°de,T 0 T therein de “°3«PMcs data, said 

data user of said 

ner, and wherein said user demographics data is 

ransposed by said computer input device. 
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”• meth ° d ° f Clai ” 21 said user demographics 

ata is included in said file transfer request word 

transmitted to said target computer, and wherein said user 

demographics data is stored in said target server computer. 

23 ■ The method of claim 22 wherein said computer file 
transmitted by said target server computer to said client 
computer is at least partially determined by at least part 
of said user demographics data. 

24. The method of claim 1 wherein said machine readable 
symbol also has encoded therein an executable command to 
launch a software utility resident on said client computer, 
an wherein said software utility is automatically launched 
after said machine readable symbol is transposed. 

25. The method of claim 24 wherein said software utility is 
an Internet browser program. 


26. The method of claim 24 
a word processing program. 


wherein said software utility is 


27 • ^ " eth ° d ° £ Clai " 26 said word processing 

program is caused to execute a print command of a computer 


28. The method of claim 1 wherein 
said data carrier is a document, 
said machine readable symbol is 


a bar code symbol 
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and said 
device. 


computer input device is a bar code 


scanning 


23. The method of claim 28 wherein said bar code symbol is 

a two-dimensional bar code symbol encoded in the PDF 417 
symbology. 


30. The method of claim 1 further comprising the step of 

obfuscating said symbol data string prior to encoding into 
said machine readable symbol. 

32. The method of claim 30 further comprising the step of 

e-obfuscating said input data string in accordance with a 
program stored in said client computer. 

32^ The method of claim 3i wherein said symbol data string 
obfuscating step comprises the steps of: 

computing a checksum of said symbol data string,- 

encrypting said symbol data string by utilising 'said 
checksum as an encryption key; 

assembling said checksum with said encrypted symbol 

data string prior to encoding into said machine 
readable symbol. 

33. The method of claim 32 wherein said de-obfuscating step 
comprises the steps of: 

parsing said input data string to determine said 
checksum; 

decrypting said encrypted symbol data string with said 
checksum as a decryption key; 
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5 


computing a checksum of said decrypted symbol data 
string,- 


comparing said computed checksum 
from said input data string,- 


with said checksum 


indicating a valid data condition when 
step is successful; and 


said comparison 


indicating an invalid data condition when said 
comparison step is unsuccessful. 


10 
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A computer system comprising.- 
a ) a client computer and 

b> 3 C ° mP " ter coupled to said client 

computer, adapted to read a 

P u to read a machine readable symbol 

rom a data carrier and transmit to said client 

computer an input data string; 

wherein said client computer comprises 

processing means for transposing said input data 
string to a plurality of constituent fields, said 
fields comprising at least a file location pointer; 

means for utilising said file location pointer to 
request the computer file designated thereby. 

3=. The computer system of claim 35 wherein said file 
location pointer utilisation means comprises 

means for passing said file location o • 

. -Location pointer to an 

PPlicatron program on said ciient computer suitable 
or processing the corresponding computer file; and 
means for the application program to retrieve the 
computer file from the specified file location 
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20 


36. The computer system of claim 35 „ herein said f 
location pointer utilization means comprises 

means for retrieving a copy of the computer file 
from the specified file location; and 

means for invoking an application program on said 
client computer suitable for processing the 
corresponding computer file. 

37. The computer system of claim 35 wherein said file 
location pointer utilization means comprises means for 

° ta “ ln9 ' aS a fUnCtiOT ° f location pointer, a 

computer file from local memory resident in said client 

computer file is obtained from said local memory. 

38- The computer system of claim 35 wherein said client 

nirgll ^ lnterC ° n '’ eC,:ed to a computer network comprising 

said f 1 " COmPUt ' r aSSOCi3ted herewith, and wherein 

lie location pointer utilization means comprises: 

means for assembling a computer file transfer 

request word comprising said file location pointer, and 

means for transmitting said computer file transfer 
request word to sa-iH 

rget server computer via said 

network. 


25 


39- The computer system of claim 38 wherein sairf 

. . nerein said computer 

or is an Internet, and wherein said computer file 
transfer request word is directed towards a target server 
computer m communication with the Internet. 
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40. The computer system of claim 39 wherein said file ' 
ocation pointer comprises a uniform resource locator 

f ° r SPeCl£yin3 * car 9®t server computer in 

communication with the Internet. 

41. The computer system of claim 38 wherein sairf 

, . “ ere m said computer 

network is a local area network, and wherein sa'H 

ilu wn erein said computer 

transfer request word is directed towards a target 

server computer in communication with said local area 
network. 


15 


20 


25 


server" 6 M target 

server computer comprises: 

-ans for receiving said computer file transfer request 
word; and 4 c 

-sans for transmitting a computer file to said client 

computer in response to said computer file transfer 
request word. 

pcinte Th6 SySCem ^ Clai " ^ “ terain £Ue lo -“o„ 

rT COmPriSeS a net “° rt -ociated with said 

targ t server computer and a file identifier correlated to 

omputer file requested by said client computer. 

-ring^ilZT SySte " ^ Clai " 42 “ terein Sald ^ data 
also comprise a source identifier data string 

sard source identifier data string comprising data 
correlated to an expected user of said data carrier. 
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45. The system of claim 44 wherein said assembling means 
also assembles said source identifier data string „ ithin 
said computer file transfer request word. 

46. The computer system of claim 45 wherein said target 
server computer further comprises means for storing said 
source identifier data string received from said client 
computer in said computer file transfer request word. 

47. The computer system of claim 45 wherein 

said input data string fields also comprise an 

encryption hey associated with said source identifier data 
string, ' ‘ 

and wherein said client computer further comprises 
means for encrypting with said encryption hey a user 
information data file stored on said client computer, said 
user information data file comprising information regarding 
the user associated with said client computer, and 

wherein said encrypted user information data file is 
assembled within said computer file transfer request word 
and transmitted to said target server computer. 

48. The computer system of claim 4 7 wherein said client 
computer comprises memory means for storing a user 
information data file, and wherein said information specific 

° a user is obtained, prior to encryption thereof, from 
said user information data file. 

49. The computer system of claim 474 wherein said input 
ata string fields also comprise user demographics data 
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correlated to a tar 9 eted user of said data carrier, and 
wherein eaid information specific to a user is obtained 

r°r t0 —yption thereof, from said user demographics 
data. 


50. The computer system of ciaim 4 7 wherein said target 
server computer comprises: 

means for accessing a lookup table, said lookup table 

or storing a decryption key associated with said source 

1 entifier data string, to obtain said decryption key 

associated with said source identifier data string, and 

means for decrypting, utili 2 i ng said decryption key, 

sai encrypted user information received from said client 
computer. 


“ M 50 wherein said lookup 

table is stored locally on said target server computer. 

” M Th ' C °” pUter SyStem ° £ 50 wherein said lookup 

table is stored remotely on a secondary server computer. 

”, The computer system of claim 50 wherein said user 

information comprises a credit card number associated with 

-d user of said client computer, and wherein said client 

puter further comprises means for executing on online 

electrode commercial transaction by utilising said credit 
card number. 
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computer system of claim 42 wherein said input data 
string fields also comprise user demographics data 
correlated to a targeted'user of said data carrier. 

55. The computer system of claim 54 wherein said user 

demographics data is included in said file transfer request 

»ord transmitted to said target computer, and wherein said 

target server computer comprises means for storing said user 
demographics data. 

56 ■ The CO "' PUter SySte " ° f claim 55 wherein said target 
server computer comprises means for utilizing said user 
demographics data to at least partially determine the 

computer file transmitted by said target server computer to 
said client computer. 


” Th<! COn,PUter SySCe * ° £ dai" K wherein said input data 
string fields also comprise an executable command to launch 
oftware utility resident on said client computer, and 
wherein said software utility is automatically launched 
after said machine readable symbol is transposed. 

5 “: The computer system of claim 57 wherein said software 
utility is an Internet browser program. 

59 ; , The = °" PUter Syste " ° f daim S7 wherein said software 
utility is a word processing program. 
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60. The computer system of claim 59 „ herein sald word 

processing program is caused to execute a print command of a 
computer file. 

The computer system of claim 34 wherein said computer 
input device is a bar code scanning device. 

62. The computer system of claim 61 wherein bar code 

scanning device is suitable for scanning a two-dimensional 
bar code symbol. 


15 


63 . The computer system of claim 34 wherein said client 

computer comprises means for de-obfuscating said input data 

string in accordance with a program stored in said client 
computer. 


20 


25 


30 


64. The computer system of claim 63 wherein said de- 
obfuscating means comprises: 

means for parsing said input data string to determine a 
checksum; 

means for decrypting the remainder of said input data 

string with said checksum as a decryption key; 

means for computing a checksum of said decrypted 
string; 

means for comparing said computed checksum with said 
checksum from said input data string; 

moans for indicating a valid data condition when said 
comparison step is successful; and 

means for indicating an invalid data condition when 
said comparison step is unsuccessful. 


37 
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